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Security Features Of The DRE

Accuracy, security and reliability are the cornerstones of the ES&S development process for each 
voting system we manufacture and sell. From concept to construction, ES&S adheres to industry-
leading standards and complies with rigorous testing schedules set forth by federal and state 
election agencies. Upholding and perpetuating the integrity of our nation’s election process is our 
continuing mission as a company.

The iVotronic is a direct recording electronic device that uses a custom media called a Personal 
Electronic Ballot (PEB) for its election definition. The PEB is a self contained, secure data 
transfer device that utilizes proprietary infrared 
communications protocol. It is manufactured by 
ES&S and cannot be purchased in any store or 
electronic supply house. The iVotronic also uses 
a Compact Flash (CF) card that is sealed into the 
unit after the Logic and Accuracy (L&A) testing that 
contains the graphic files used to display the ballot 
on the screen as well as the audio files used to 
speak the ballot to the ADA voter. 

iVotronic devices do not contain software that can 
be altered. Each device contains firmware which is 
password protected, identified by a specific release 
number and certified by federal and state agencies.

Files placed on both the CF card and the PEB are 
encrypted with a key that is election specific and 
pre-installed on each unit during the initial setup 
process. This protects against any tampering with 
the data. In addition, the data on the CF card and 
the data on the PEB have an election version ID 
code to ensure that the data in the PEB and the 
data on the CF card match.  If they don’t, the 
terminal is not usable.

Each iVotronic has a Public Counter that identifies 
the number of persons that have cast a vote on that 
terminal.  Thus a poll worker can audit the number 
of voters that have come in to vote and been 
recorded in the poll book against the number of 
voters that have voted in total at all units.  

When each vote is cast, a record of the votes cast in 
each contest (a Cast Vote Record or CVR) is stored 
along with the voted ballot style and precinct.  

Every notable action on the terminal also 
results in a time stamped log record to be 
stored.  The CVR will be used to aggregate 
and report the results.  When polls are 
closed, a copy of the memory with all of 
the CVRs and log records is transferred to 
the CF card. This data will be used during a 
post election audit process. Votes remain on 
the iVotronic terminals, in the PEBs and in 
the reporting database and can be used for 
balancing, canvassing, and recount purposes.


